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Abstract

In recent years, global economic downturn and modern technological develop-

ments have led to a drastic increase in fraud, resulting in the loss of billions of

dollars worldwide every year. Financial system accounts for most of the frauds

as financial gain is the primary motive behind most of the frauds. With increase

in financial frauds, government agencies are imposing more regulations in the

financial sector to prevent frauds.

Public and private organisations use IT systems to detect these frauds but as

fraudsters use more sophisticated ways, the detection process has become very

complex and requires proficient data analysis. Fraud detection process is a multi-

step process which primarily relies on applying data mining techniques on one

or more sets of data sources. The process is effective only if each step uses the

most suitable technique. Since there are several data mining techniques and the

effectiveness varies based on fraud types, type of data source sand complexity of

data. So it is often difficult to identify the best technique for a given case. This

is the reason why commercial fraud detection systems apply more than one data

mining techniques until a fraud is detected. This reduces the efficiency of fraud

detection systems. This dissertation explores the possibility of identifying right

data mining technique based on the indicators of fraud types such as transaction

patterns, properties of data sources and performance of data mining techniques

based on the properties of data sources.

The dissertation attempts to research on various fraud types in stock markets,

study its characteristic properties and analyse the data sources and data mining

techniques used in the fraud detection process. The knowledge acquired in the

research process is formalised as ontologies. An expert system to recommend

efficient data mining techniques based on the ontologies for detecting frauds is

also developed.
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