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ABSTRACT 

Ensuring compliance with the legal rules and regulations is an unquestionable imperative 

for all companies and organisations when conducting business online nowadays. They 

should ensure that all the requirements set by the legislations are implemented in their 

systems; otherwise they risk huge financial losses and mistrusts by the consumers in their 

services. Therefore, providing trust and confidence to consumers and reducing social 

uncertainty is an essential rule for organisation. When the Laws and Regulations fail to be 

clear, comprehensible and coherent for individuals, the consumers rely on trust and 

familiarities as primary mechanisms to reduce this uncertainty, especially in case of 

ecommerce. Henceforth, providing such means allow customers to build trust and 

confidence in organisation’s services and feel more comfortable with their experience 

online.  

This thesis examines the process how such mean of familiarity could be designed and 

developed in terms of proof of concept system of an automated application to test websites 

for compliance and award a commensurate Trustmark. The project focus is on a case study 

based on cookies technology and, the security concerns they raise and compliance with the 

relevant Laws and Regulations. Consequently, the report looks at the process of analysis of 

compliance information collected from websites and awarding a commensurate Trustmark. 

The project outlines a checklist of requirements that need to be met to ensure that websites 

are compliant with legislations and detailed description about the design and 

implementation of such Trustmark tool to test websites for compliance.  

The aim of this project is to lay the foundations of producing a Trustmark platform for 

compliance with legislations, which will provide trust and confidence to consumers that a 

particular website does not breach their privacy. The tool, described in this thesis, is able to 

automatically perform a set of comprehensive tests to check whether websites comply with 

The Privacy and Electronic Communications (EC Directive) Regulation (PECR) 2011 and 

as a result to award a commensurate Trustmark seal to them by identifying the main 

privacy issues and providing consumers and managers with useful feedback about the 

compliance of the website. 




